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Pre-Silicon Security Evaluation
Security Verification Towards EDA
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CONTEXT

Pre-Silicon Security Evaluation
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• Banking 
Payments

• Mobile Phone

• Smartcards

• Computers

• Laptop

• Tablet

• Aerospace & 
Defense

• ...

• Automotive

• Factories

• Retail

• Health

• Machine to 
Machine 
Communication

• ...

• Wearables

• Drones

• Smart Home

• Smart Cities

Mature Markets / 

Mature Security

Mature Markets / 

Emerging Security

Emerging Markets / 

Emerging Security
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CONTEXT

Pre-Silicon Security Evaluation
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OSCCA
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CONTEXT

Pre-Silicon Security Evaluation
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WHAT KIND OF ATTACKS ?
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Security Evaluation
ABOUT SECURITY THREATS 

Active Analyses 
- Interact directly with the target:

➔ Access to the target 
➔ Perturbate its normal behavior

- Common analyses: FIA (Fault Injection Analyses) / Active Probing (FIB)

Passive Analyses 
- Do not Interact directly with the target:

➔ Exploit a physical property related to the activity of the sensitive data

- Common analyses: SCA (Side-Channel Analyses)

Cryptography is robust but Physical Attacks are here … 
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Security Evaluation
ABOUT SECURITY THREATS: Active Analysis  

Perturbation Phase Exploitation Phase

Laser

EM Power
Clock glitch

Fuzzing 
(semi-active)

Denial of service

Memory dump

Privilege escalation
(* Arbitrary read/write in memory

- Tamper with TLB
*Control Flow Tampering
- Instruction skip
- Instruction replacement
- ROP )

FIB Secret recovery
- DFA
- IFA
- SEA, etc 

RowHammer
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Security Evaluation
ABOUT SECURITY THREATS: Passive Analysis (SCA)  

Horizontal SCA Vertical SCA
Timing SCA / 
Cache attacks

Templates SCARE

SCA
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EDA Tools for Design For Security
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Pre-Silicon Security Evaluation
EDA: Electronic Design Automation Axes  

EDA Axes

Design

Simulation

Analysis & Verification

Functional Safety

Security Analysis

- High level Synthesis

- Logic Synthesis

- Schematic capture

- Layout

- Transistor / Logic / Behavioral / HW Emulation

- Functional verification

- Formal verification

- Static Timing Analysis

- Clock Domain Crossing Verification

- Mask Data Preparation

- Analysis (computation failure in time rate and diagnostic)

- Synthesis (add reliability to structured components)

- Verification (run a fault campaign: error detection)

- RTL / PS / PR / Layout Security (SCA / FIA and more)

- HW and SW Analysis
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Design-for-Security (DFS) approach is being universalized

Architecture
(RTL)

Insertion of 
Countermeasures

Synthesis /
Place-and-Route

Specifications

Research of leakage models;
Assessing model complexity; 

Attack quotation

Simulation of leakage; 
fault sensitivity

Checking for simplifications, 
glitches, etc

Guidelines on 
Secure Design

Guidelines on 
protections

(incl. Composition, Defense in-
depth )

Guidelines on 
evaluation of real 

technology

Design Flow
( FPGA/ASIC)

Need tools on 
non-regressive Security Testing

Need
Services

Day to Day

Checks

Pre-Silicon Security Evaluation

11



EUROPE  I  APAC  I  AMERICAS  I  www.secure-ic.com I  contact@secure-ic.com
2018 All Rights Reserved I Confidential I Property of Secure-IC

EUROPE  I  APAC  I  JAPAN  I  AMERICAS  I  www.secure-IC.com I  contact@secure-IC.com
2018 All Rights Reserved I Confidential I Property of Secure-IC

Design-for-Security (DFS) approach is being universalized

Security leaking signal detection 
by the VIRTUALYZR

Iterative
Feeback

Virtual 
analysis

Pre-Silicon Security Evaluation
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Easy Integration to the Design Life-Cycle

Pre-Silicon Security Evaluation

Command Line User Interface 
for full automation

Graphical User Interface
for analysis build & test
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Pre-Silicon Security Evaluation
Easy Integration to the Design Life-Cycle

Linux / Windows
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Snapshots (Build & Test interface)

Pre-Silicon Security Evaluation
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Your Gain
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Provides a security verification layer: It runs hands-in-hands with functional verification workflow

Compliance with ISO/IEC 17825, 20085 and evaluation standards CC, ISO/IEC 15408 and FIPS 140 

Detects, characterizes and extracts the security vulnerabilities from the design: 
IP and SoCs / cryptographic and non cryptographic targets / FPGA, ASIC, eFPGA

Allows considering best analysis conditions (white box analysis, free noise, no jitter, etc). 

Allows performing security checkpoints at different design levels (behavioural level, netlist level)

Allows checking countermeasures by fixing issues in masking scheme for instance:
self-masking, variable time operation, simplification, etc. 

Allows more fidelity with the final technology 

The evaluation is cheaper as no measurement equipment or platforms are required. 

Improve and put forward the DFS (Design for security) approach.

Pre-Silicon Security Evaluation
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Differentiator Features

18

Seamless flow from analysis of software, to mixed SW/HW, pure HW, netlist, GDSII, with 
the same interface

Identification and characterization of security issues, annotated directly in the design as 
inputted  by the user

Simultaneous security and low power objectives /or security and safety (ISO 26262)

Interactive API with the tool + full automation

Latest distinguishers: collision, LRA, machine learning, etc.

Delivered with many Use Cases on representative analyses, for a fast learning curve.

Pre-Silicon Security Evaluation
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THANKS  FOR YOUR ATTENTION
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CONTACT

EUROPE sales-EU@secure-IC.com

APAC sales-APAC@secure-IC.com

JAPAN sales-JAPAN@secure-IC.com

AMERICAS sales-US@secure-IC.com


