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Pre-Silicon Security Evaluation
B CONTEXT
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Pre-Silicon Security Evaluation
B CONTEXT
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Pre-Silicon Security Evaluation
B CONTEXT

A CLEVER ANDROID HACK

A NEW PACEMARER HACK PUTS TARES ADVANTAGE OF SLOPPY
Il\)le\‘L?%%RE DIRECTLY ON THE STORACE

FO] ANGEL GARCIA/BLODMBERG/GETTY IMAGES
THE FIRST PACEMAKER hacks emerged about a decade ago.
But the latest variation on the terrifying theme depends not

AN ANDROID APP has two choices for where to put its data on
adevice: internal storage, where it’s safe and snug, isolated
by the operating system’s sandbox, and external storage,
where data can move between apps but isn't as protected.
Most of the time, that setup works just fine. But when
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WHAT KIND OF ATTACKS ?
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Security Evaluation
B ABOUT SECURITY THREATS

Cryptography is robust but Physical Attacks are here ...

Passive Analyses
- Do not Interact directly with the target:
=>» Exploit a physical property related to the activity of the sensitive data
- Common analyses: SCA (Side-Channel Analyses)

Active Analyses
- Interact directly with the target:
=>» Access to the target
=>» Perturbate its normal behavior
- Common analyses: FIA (Fault Injection Analyses) / Active Probing (FIB)
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Security Evaluation
B ABOUT SECURITY THREATS: Active Analysis

Perturbation Phase Exploitation Phase

N

FIB Secret recovery
. - DFA
Fu;zmg - IFA
(semi-active) - SEA, etc
Laser ) :
Denial of service
Privilege escalation
) * Arbitrary read/write in memor
EM Clock glitch ( y read/ 4

Memory dump - Tamper with TLB
*Control Flow Tampering
- Instruction skip
- Instruction replacement
-ROP)
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Security Evaluation
B ABOUT SECURITY THREATS: Passive Analysis (SCA)

SCA

Timing SCA /

Templates SCARE
Cache attacks

Horizontal SCA Vertical SCA
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EDA Tools for Design For Security
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Pre-Silicon Security Evaluation

H EDA: Electronic Design Automation Axes

YVIRTUALYZIR

e ——

SADJAWAVENS

High level Synthesis
Logic Synthesis
Schematic capture
Layout

Transistor / Logic / Behavioral / HW Emulation

|

Analysis & Verification

Functional verification

Formal verification

Static Timing Analysis

Clock Domain Crossing Verification
Mask Data Preparation

Functional Safety

Analysis (computation failure in time rate and diagnostic)
Synthesis (add reliability to structured components)
Verification (run a fault campaign: error detection)

— Security Analysis

RTL/PS /PR / Layout Security (SCA/ FIA and more)
HW and SW Analysis

A
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Pre-Silicon Security Evaluation

Bl Design-for-Security (DFS) approach is being universalized

Design Flow Need tools on
( FPGA/ASIC) non-regressive Security Testing
v
SpeC|chat|ons Day to Day
s
Checks R h of leak dels;
Architecture esear_c ot leakage mo ?S,
Assessing model complexity;
(RTL) Attack quotation
<)
Insertion of L Simulation of leakage;
cOuntermeasures : fault sensitivity
)
Synthesis / - Checking for simplifications,
Place-and-Route glitches, etc
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Pre-Silicon Security Evaluation

Bl Design-for-Security (DFS) approach is being universalized

Security leaking signal detection
by the VIRTUALYZR

library design_lib;

use design_lib.aes pkg.all; 22 library design lib;

23 use design_Jib.aes_pkg.all;

25 Hentity cipher is

26 0 port( 25 Hentity cipljier is

27 n_reset : in  std_logic; ST .

28 clk : in  std logic; £ n S i

data : in  std logic_vector( dewnte 1) ; in std_loglcy

30 key schedule : in std logic vector( downto ) ; : :‘Ln ‘_-U.i_l(lg%( _vector({ downto U) ;

31 keyischsduls rdy : in std logic; V' t I keyf schedule : in  std_logic_vector( downto ) ;

39 - - N N - ! . I r Ua schedule rdy : in std logicy;

32 round : in std_logic_vector{? downto 0U); - — " e Tonie vect (- downt )

N cipher : out std_logic_vector({l downto 1)) . -‘“t d,l‘f“l‘;,‘e‘: Uf ‘;’“ Ot o

38| land entity cipher; ana|y5|s pher out std_logic_vector( ownto 1)) ;
ntity cipher;

Harchitecture cipher arch 1 of cipher is

itecture cipher_arch 1 of cipher is

38 signal round_value : std_logic_vector( downto ) ; 4 1 : std logi ractor { & + );
39 signal sub bytes_std value : std_logic vwvector(l downte U); rc;nbiza ue-td 1 :tde:g%(ff\'irf ?I dcvmto !
4 signal mix columns value : std logic vector{l27 downtoe 0); . e sub Yles—f —‘l’a ue P 1—1Lg?‘f—f"‘i““" dz‘"’t" Y
41 signal shift rows value : std logic vector{l27 downto 0) ; signal mix_columns_value td_logic_vector{ wnto 0) ;
42 signal add key output_value : std logic vector( downto ) ; 4} sttgnal shift rows value std_logic vector{ downte 1) ;
43 i i ~ vector . 42 signal add_key output value std logic vector( downto ) ;
signal cipher round_value td_logic_wvector( downto ) ; . A 1 ciph 4 1 td 1 “vector downt: .
44 signal cipher_ s, cipher_r : std_logic_vwector(l downto () ; B s.-lg'na CJ_'D er_rounl_va ue — (_Jq‘_l(' vee J'( wnto 0)
45 44 signal cipher_s, cipher_r std_logic_vector(l downto () ;
46 attribute keep hierarchy ring; . j‘ ttribute k hi hy : stri )
47 5 attribute keep hierarchy of cipher arch 1 : architecture is "yes"; |terat|ve - attribute keep hierarchy : string; ) )
48 - - - 47 © attribute keep hierarchy of cipher arch_ 1 : architecture is "yes";
49 attribute equivalent_register_removal : string; b k . . . ~
50 attribute equivalent register removal of cipher r : sigmnal is "no"; Fee ac attribute equivalent register removal : string;

attribute equivalent register removal of cipher r : signal i

51 attribute equivalent register removal of cipher s : signal is "no"; N N N
- - - attribute equivalent_register removal of cipher_s : signal

attribute keep : string;
attribute keep of round_value : signal is '

attribute keep : string;
attribute keep of round value : signal is "true";
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Pre-Silicon Security Evaluation
H Easy Integration to the Design Life-Cycle

Command Line User Interface
for full automation

Design Step Synthesis Step Back-end Step Windows PowerShell
(RTL) (PS) (PR) °
<
/ \ / \ r/ \

- Conception | Synthesis process | Place & Route

- Design coding l
| Functional testing Functional testing

| Functional testing | and equivalence Timing Testing

— verification Graphical User Interface
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Pre-Silicon Security Evaluation

H Easy Integration to the Design Life-Cycle

) . Virtualyzr Server Machine
HW Design to be analyzed
HW Simulator
| = =s Or Offline ——
L Or In-Host Linux / Windows /
I LAN Network or In-host
/ Mode 1: Build & Test Mode 2: Full Automation \

Browser-based intertace
*  Build, live-test, modify, save and run
* Script and run all (CLI console)

.

\ St == =

SSH-based remote access to console
*  Full scripting

User 2 /

* Or Multiple-users connexions

YIRTUALYZR
—elie—
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Pre-Silicon Security Evaluation
Bl Snapshots (Build & Test interface)

Secure-IC - x

File Edit View Run Kernel Tabs Settings Help

g + [ +] * c "] UCD4 Analysis- @ B aes fsmvhd X
= & > Virtuslyzr B + X 0O B » = ¢ Makdownv Python2 O Llibrary ieee; -
. : o - use ieee.std_logic_1184.all;
2 Name ~  Last Modified F:a: l:fi;;()z_:ith':?iﬂ{t; G use jeee.numeric_std.all;
‘S | [0 ucve scaanalysis of a. 20 days ago PR - PRy B e o g = EEall) Library design_lib;
s use design_lib.aes_pkg.sll;
= B9 ucv7_scA analysis of ... 20 days ago
P UCVB_SCA of a cipher . 20 days ago keyfound=analysis.Compute_R2_Dx256_max_over_R(show=True) entity aes_fsm is
n port (
= ™7 UCVE_SCA analysis of .. 20 days ago Analyze LRA max over R: 99% [>>>>>>>>>> | ETA: 0:00:00 Elapsed Time: 0:00:10 P clk D dn std_legic
é ~ UCV5_SCA analysis of a.. 20 days ago byte 0 broken (0xDE) byte 1 broken (0xC1) byte 2 NOT broken (0x88) byte 3 broken (0x51) n_reset :dn std_logi
=1 — e 0.6 4 i 4 start :odin std_logi
= — 20 days ago round : out std_logic_vector(3 downto @);
M ucvz_Analysis perform... 20 days ago ke_ready toout std_logic;
0.4 1 done : out std_legic);
% ) UCV30_SCA on Secure-... 20 days ago ~y . . -togie)
g y= a8 o end entity ses_fsm;
= ™ Ucv2_Leakage detecti.. 20 days ago 02
S = Ueves sca on function. 20 daye age | [ architecture aes_fsm_arch_ aes_fsm is
M uCv28_FIA EM injectio... 20 days ago 0.0 4 constant init_st :
o T T T T T T T T T
2 | 02 ucver_Fia Laser inject 20 days ago byte 4 broken (0xF1 byte 5 broken (0XED byte 6 broken (0xDE byte 7 broken (0xCO constant ke_st :
= - e Ject.. chemEs yte 4 broken {0xF1) yte 5 broken (OxED) 'yte 6 broken (OxDE) yte 7 broken (0xCO) constant dn_st : std_logic_vector(l downto ®)
B ucvae_FIa Clock-Glite... 20 days ago 0.6 4 1 —— type s :
™ UCv24_150-17825 on . 20 days ago T =ienat
- o4 -- signal : B
[ UCV25_5CA Cartography 20 days ago : signal pr_state : std_logic_wvector(l downto 8);
o~ : :
~ UCV23_IS0-17825 on 5. 20 days 2go ' signal nx_state : std_logic_wector(l downto 8);
. 0.2 4 4
M ucvz21_custom analysi... 20 days ago signal current_round : std_logic_vector(3 downto @)
B3 ucvaz_scA with sever.. 20 days ago i I
0.0+ ; ; ; F ; : : E: sttribute keep_hierarchy : string;
B ucv20 Custom analysi... 20 days ago attribute keep_hierarchy of aes_fsm_arch_1 : architecture is
. T byte 8 broken (0xDE) byte 9 broken (0x4B) byte 10 broken (0x1D) byte 11 broken (OxAE) - - P = y of aes_ - - - =
[ UCVI_DPA_CPA_LRAUC.. 20 days ago o
- i 6 attribute keep : string;
O ucv19_Profiling-based... 20 days ago sttribute keep of pr_state :
B9 ucv1s_Hardware Leak... 20 days ago 0.4 attribute keep of nx_state :
= ) . attribute keep of current_round H
0 ucv17_High-order SC.. 20 days ago &
B3 ucv16_SCA with real f. 20 days ago 0.24 1 1 begin
™7 UCV15_SCA analysis on.. 20 days ago L.,
™7 UCV14_5CA analysis of .. 20 days ago o0 T M
B3 UCV13_SCA analysis of ... 20 days ago | 8 Terminal 1 x
7 ucv11_5cA anal 20 days ago
£ ucvi2_scA anal 20 days ago
™ UCV10_SCA analysis of ... 20 days ago rget add all

uiwatcher

Cip_definition_level>

rkspace_name>
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Pre-Silicon Security Evaluation
B Your Gain

V Provides a security verification layer: It runs hands-in-hands with functional verification workflow
\/ Compliance with ISO/IEC 17825, 20085 and evaluation standards CC, ISO/IEC 15408 and FIPS 140

\/ Detects, characterizes and extracts the security vulnerabilities from the design:
IP and SoCs / cryptographic and non cryptographic targets / FPGA, ASIC, eFPGA

{ Allows considering best analysis conditions (white box analysis, free noise, no jitter, etc).
\/ Allows performing security checkpoints at different design levels (behavioural level, netlist level)

\/ Allows checking countermeasures by fixing issues in masking scheme for instance:
self-masking, variable time operation, simplification, etc.

{ Allows more fidelity with the final technology
V The evaluation is cheaper as no measurement equipment or platforms are required.

\/ Improve and put forward the DFS (Design for security) approach. 7
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Pre-Silicon Security Evaluation

B Differentiator Features

Seamless flow from analysis of software, to mixed SW/HW, pure HW, netlist, GDSII, with
.7 the same interface

v~ ldentification and characterization of security issues, annotated directly in the design as
inputted by the user

v~ Simultaneous security and low power objectives /or security and safety (ISO 26262)
v~ Interactive APl with the tool + full automation
v Latest distinguishers: collision, LRA, machine learning, etc.

v Delivered with many Use Cases on representative analyses, for a fast learning curve.
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THANKS FOR YOUR ATTENTION

CONTACT
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